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Abstract

Worldwide IPv6 adoption is pervasive, and continues to grow. IPv6
support is especially common for end-host deployments, with more
than 45% of users connecting to Google’s services over IPv6. The
vast size of the IPv6 address space eliminates the need for Network
Address Translation (NAT), which is prevalent in IPv4 and has
implicit security benefits. While an IPv4 client device (e.g., laptop,
IoT device) using WiFi would typically be inaccessible to the public
Internet due to the usage of NAT, such devices in [Pv6 must rely on
explicit security actions such as firewalling to avoid exposure. As
a result, such devices may be publicly addressable and accessible
over IPv6, but not IPv4. Although prior work has compared IPv4
and IPv6 security on dual-stack servers, similar comparisons for
end-host networks remain largely unexplored.

This work seeks to understand the exposure (e.g., lack of firewall
or NAT) and security posture of IPv6 end-host networks both in iso-
lation and in comparison to similar IPv4 networks. To explore these
questions, we collect and evaluate client IPv4 and IPv6 addresses
observed by 14 NTP servers across 6 continents in the NTP Pool.
We find that IPv6 end-host networks are significantly more open
than IPv4, with 25% of explored IPv6 networks demonstrating a lack
of any filtering, compared to only 5.6% in IPv4. We identify an array
of consumer services exposed over IPv6 to the public Internet, in-
cluding Android ADB, Apple Airplay, and Google Chromecast—all
services not commonly seen in IPv4. We then perform traceroutes
to the open networks to understand their topologies and the client’s
residential routers. Ultimately, our findings signal the need for broad
efforts in deploying network-level firewalling for IPv6 networks.
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1 Introduction

As IPv4 address exhaustion has led to an increasing scarcity of
addresses [15, 29], IPv6 has recently seen significant and widespread
deployment [27, 35, 64]. IPv6 deployment is specifically common
in end-host networks, with Google indicating more than 45% of
users currently connect to their services over IPv6, up from 30% in
2020 [24]. Other platforms, such as Facebook [12] and Akamai [51],
report similar growth in IPv6 traffic.

The widespread adoption of IPv6 has significant practical im-
plications for network security. In a common residential end-host
scenario, laptops, desktops, and Internet-of-Things (IoT) devices will
share a single IPv4 address via the use of Network Address Trans-
lation (NAT) at the router, Wi-Fi access point, or similar [25, 41].
While not designed nor intended as one, NAT is an implicit security
technology in this context; devices behind the NAT gateway are
by-and-large inaccessible to the public Internet by virtue of them
being not addressable—NAT is, essentially, a firewall.

However, due to the abundance of IPv6 addresses, where a single
end-host can have many orders of magnitude more addresses than
the entirety of IPv4, IPv6 deployments do not need nor typically
utilize any address translation [66]. The same laptops, desktops, and
IoT devices each have their own public IPv6 address that is routable
and addressable by the Internet at large. Thus, without the use
of explicit security technologies, such as firewalls at the network
or device level, any open ports on these hosts will be exposed
to the Internet. Unfortunately, prior work has shown that some
popular consumer routers do not, by default, provide network-level
firewalling of IPv6 hosts [52]. Meanwhile, despite the enormous
address space of IPv6, prior work [34, 61] has shown that one can
gather end-host IPv6 addresses at scale, such as through joining as
a node in the NTP Pool [58], which is the default source for time
synchronization in popular Linux distributions. Thus, an adversary
can easily harvest end-host IPv6 addresses and exploit devices that
are unintentionally exposed to the public, oftentimes with a poor
security environment (e.g., having an outdated software version
and lacking in access control, highlighted in prior work [34, 69]).
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Goal. This work investigates the extent to which IPv6 end-host
networks are exposed. We seek to understand if networks are fire-
walled or open, and the security implications of such openness.
This study comprises two components: (1) an Internet-wide mea-
surement of the network openness of IPv6 in comparison to IPv4;
(2) an in-depth investigation of IPv6 open networks, including (a)
network infrastructure, and (b) identifying misconfigured routers,
which causes a network being open.

Approach. To understand these questions of end-host exposure,
we collect millions of client IPv4 and IPv6 addresses and conduct
comparative port scans in order to identify services. We collect
client IP addresses through the NTP Pool [58] in both IPv6 and
IPv4 by setting up NTP servers across 6 continents (Section 3). We
focus on NTP clients because NTP is widely used by end-hosts
(e.g., PCs, IoT devices, and smartphones) for time synchronization;
in comparison, addresses from other sources such as IPv6 scanners
or DNS tend to be servers [16, 61]. With this deployment method,
we collect a median of 31M unique IPv6 addresses (across 8.9K
ASes) and 38M IPv4 addresses (across 46K ASes) per day.

Leveraging this deployment, we build a pipeline that scans newly
observed IP addresses in 24-hour windows (Section 4). We execute
two types of scans (1) extensive scans and (2) generic scans that run
simultaneously (Section 5). For each scan, we randomly sample the
same amount of IP addresses to scan for IPv6 and IPv4. We balance
the traffic generated by our measurements by scanning more ports
and sampling fewer subnets in extensive scans, and scanning fewer
ports across more subnets in generic scans. By performing port
scanning to these hosts in both IPv6 and IPv4, we can evaluate the
broad exposure of these end-host networks, comparatively.

To further understand IPv6 network exposure (Section 6), we
identify five “Client-specific Services” that are: 1) client-specific and
should not be, in expectation, exposed to the Internet, 2) are com-
monly seen in IPv6, and 3) are not commonly seen in IPv4. These
services are Android ADB (TCP/5555), Chromecast (TCP/8443), Air-
play (TCP/7000), iOS iTunes Sync (TCP/62078), and Netflix DIAL
(TCP/9080). Focusing on networks containing hosts running these
services along with their closed and filtered ports, we infer that
a median of 73K /64s (IPv6 end-host subnets) from 2.7K ASes are
open in IPv6 as opposed to 522 end-sites from 145 ASes in IPv4 per
day. The open networks are largely from the ISPs (e.g., Free SAS
(FR), Softbank BB Corp. (JP), and COMCAST-7922 (US) in IPv6 and
HKT Limited (HK), Korea Telecom (KR), and Etisalat (AE) in IPv4).

To further explore the exposure of these networks, we conduct
traceroutes to the hosts containing client-specific services (Sec-
tion 6.2), and scan network-adjacent hosts behind the same routers
as well as the routers themselves (Section 6.3). We are able to iden-
tify some router models and cross-reference them with the official
documents that suggest these routers do not enable IPv6 firewalls
by default or do not support IPv6 firewalls entirely (Section 6.4).
Finding summary. Our large-scale measurement study reveals
an alarming state of exposed IPv6 end-host networks, which the
community has arguably overlooked. This security issue purveying
the IPv6 ecosystem is largely affected by two factors: (1) ISP routers
given to end-users that lack a firewall by default, exposing end-
host devices unintentionally (e.g., we found 14.9K exposed ADB
devices each day are vulnerable to remote code execution and can
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be taken over to form a new botnet in IPv6.); (2) Services (e.g., Net-
flix’s casting service) that are designed to be used within a local
network are not prepared for external attacks (e.g., we discovered
a new vulnerability on the Netflix mobile application). Given that
adversaries could readily reproduce our attack, it is crucial to in-
form the community, including network operators, end-users, and
application developers, about the emerging threat associated with
adopting IPv6 and to enforce a firewall for IPv6.

Contributions. We present the first extensive measurement study
exploring the security of IPv6 end-host networks compared to IPv4.
Specifically, our contributions include:

o A security evaluation of identified unfiltered networks, iden-
tifying widespread exposure of client-specific services in
IPv6 (e.g., 14.9K vulnerable ADB devices and 4.8K vulnerable
Netflix devices).

o Identifying significant exposure of IPv6 networks, absolutely

and in comparison to IPv4 (i.e., 25% of IPv6 end-hosts lack

filtering, compared to 5.6% of IPv4 hosts).

An in-depth analysis of IPv6 open networks, including net-

work structures, the discovery of around 9K end-host net-

works in IPv6 from over 400 ASes.

Identifying specific routers that contribute to exposed IPv6

networks, and verifying their default configuration does not

provide a network-level firewall.

e Discuss recommendations for securing IPv6 networks.

2 Related Work

IPv6 Security. The past several years have seen an increasing
number of large-scale measurements of IPv6 security. A number of
these studies have focused on the task of discovering active IPv6
hosts, such as through public data sources (e.g., the IPv6 Hitlist
uses DNS records [16] and Borgolte et al. enumerated addresses
through DNSSEC [5]) or target generation algorithms [37, 47, 69],
and evaluating the security characteristics of identified hosts. While
these previous works have identified vulnerable or misconfigured
IPv6 network services, the population of hosts characterized skews
heavily towards routers and servers due to the nature of the datasets
used. Such hosts, by their nature, are typically configured to be In-
ternet accessible (although certain services may be unintentionally
exposed). In comparison, our work focuses on the security evalua-
tion of client end-hosts and their networks, which traditionally in
IPv4 are not meant to be publicly reachable.

The most similar work to our study is Czyz et al. [9], who iden-
tified dual-stack servers and routers (i.e., available simultaneously
on both IPv4 and IPv6) and evaluated differences in the available
network services. As separate end-host firewalls are employed for
IPv4 and IPv6, this measurement in essence assessed the differences
in firewall policies between the two IP protocols on the same de-
vice. Through their measurement, they identified that a dual-stack
host often had more open services on IPv6 than on IPv4. Given
that IPv6-only services are likely rare, this finding indicated that
the dual-stack hosts had more permissive firewall policies for IPv6
specifically, and in many cases, likely did not enable the IPv6 fire-
wall altogether. While our study bears similarities in its focus on
comparing open services between IPv4 and IPv6, we seek to un-
derstand and compare IPv4 and IPv6 networks broadly, beyond
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only considering dual-stack hosts. As a consequence, our study
encapsulates hosts and networks that may be available only on one
protocol (rather than both). Furthermore, the method designed by
this prior work scoped the study specifically to servers and routers,
whereas our study caters towards client end-hosts and networks.
An additional relevant work is Olson et al. [52], who examined
the firewall deployments of 10 home routers and found that two
of them did not have a firewall enabled by default for IPv6. This
finding motivates our larger-scale investigation into the exposure
of IPv6 end-host networks, to determine the extent to which such
router configurations drive IPv6 security concerns in practice.

NTP for IPv6 Address Collection. Other works similarly use
the NTP Pool to collect IPv6 client addresses. Rye et al. [61] use
this data collection method, but only use ICMP to identify host
responsiveness, and do so to evaluate IPv6 hitlists rather than IPv6
network openness. ICMP responsiveness does not effectively mea-
sure firewall policies as ICMP is blocked differently, particularly in
IPv6, where ICMPv6 is used for Path MTU Discovery. Our major
findings are distinct from those in prior work.

Additionally, a recent work from Klopsch et al. [34] also collected
and scanned client addresses from the NTP Pool. They set up 11
NTP servers and added them to the NTP Pool. They scanned five
protocols (i.e., HTTP, SSH, AMQP, MQTT, and CoAP) and compared
results with the IPv6 Hitlist. They highlighted that NTP Pool clients
have a higher fraction of hosts with an outdated SSH version and
open AMQP and MQTT services, compared to the IPv6 Hitlist.
However, this recent work focuses on understanding the differences
between addresses extracted from the NTP Pool and those in the
IPv6 Hitlists, as well as identifying scans using the NTP Pool. In our
work, however, we focus on the filtering policy of end-host IPv6
networks (instead of end-host devices) and compare it with that of
IPv4 networks (as opposed to the IPv6 Hitlist). Our methods are
different and novel compared to the prior work (e.g., we consider
the TCP port state to infer the firewall policy). We found new client-
specific services widespread across IPv6 networks, which are rarely
seen in IPv4, with severe security implications, and have not been
discovered in prior work.

3 Host Data Collection

In this study, we seek to evaluate the IPv6 end-host network expo-
sure. As IPv6 does not broadly deploy NATs due to its abundant
address space, we hypothesize IPv6 networks are more Internet-
exposed due to alack of firewalls. At a high level, our method entails
identifying such hosts and assessing their network services to deter-
mine exposure. Our measurement pipeline, illustrated in Figure 1,
consists of several parts. Here, we describe the first: the host data
collection using NTP pools. Whereas prior work on IPv6 address
discovery focused on uncovering primarily servers [5, 9, 16, 47, 69],
we focus on obtaining IPv6 end-host addresses. As Rye and Levin
[61] demonstrate the use of the NTP Pool to harvest IPv6 end-host
addresses, we deployed NTP servers in the NTP Pool to collect end-
host devices beyond servers (e.g., personal computers, smartphones,
and IoT devices, shown in prior work [46, 61, 62]). We discuss ethics
of host collection in Section 8. We elaborate on our deployment of
NTP servers in the NTP Pool in Section 3.1, followed by NTP client
characterization in Section 3.2.
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Data Collection (1) IP Sampling (2)

14 NTP Servers Target Lists
NTP Pool NTP clients (IPv6 & IPv4)

Result Analysis (4)

1. TCP Ports §5.1, 5.2
2. Services §5.3

3. Open Networks §6.1
4. Last Hops §6.2, 6.3

J

Internet Scans (3)

1. Nmap L4 scanner
2. ZGrab L7 scanner
3. Playwright browser
4. Scamper traceroute

Figure 1: Overview of our measurement pipeline. We collect
IP addresses from the NTP servers, sample them in both
IP versions, perform various measurements towards them.
Then, we analyze various attributes from our measurements
to characterize the hosts and label the networks.

3.1 NTP Deployment

We collected IP addresses through the NTP Pool, a volunteer-driven
platform that provides time synchronization service to clients, espe-
cially Linux-based devices (e.g., Debian, CentOS, Ubuntu, Android),
as shown in prior work [46]. Here, we describe our NTP server
deployment in terms of their location, uptime, traffic received, and,
finally, the addresses we collected. We cover the ethical considera-
tions of using the NTP Pool in Section 8.

Server Demographics. We deployed 14 NTP servers in the NTP
Pool: 13 on Azure VMs and 1 in an academic network. We followed
the NTP Pool Project’s best practices for joining [57], including
syncing with multiple NTP servers and disabling NTP management
queries to avoid contributing to amplification denial-of-service at-
tacks. We deployed at least one server per continent, aligning with
populous regions, Azure availability, and IPv6 adoption. Our servers
cover 12 countries on 6 continents: three in the US (North America)
and one each in Brazil (South America); the UK, France, and Ger-
many (Europe); South Africa (Africa); Qatar, UAE, India, Japan, and
Hong Kong (Asia); and Australia (Oceania). Each supported both
IPv6 and IPv4. We did not use these servers for scanning.

Server Uptime. The NTP Pool measures NTP servers’ round-trip
time to ensure server availability. If an NTP server is consistently
unavailable, the NTP Pool platform will email the administrator and
exclude it from serving in the NTP Pool. During our data collection
period, our servers maintained availability, and we did not receive
emails from the NTP Pool about excluding our servers.

Server Traffic. The traffic assigned by the NTP Pool to each NTP
server varies by server location, and between IPv6 and IPv4. We
used a parameter, Net Speed (available on the NTP Pool management
portal), to control the level of traffic expected to be handled by each
server. With the default configuration of the NTP node, the received
number of IP addresses in IPv4 was significantly higher than that
in IPv6 due to the difference in client populations. We therefore
tuned the parameter such that we collected similar numbers of
addresses across both IP versions, e.g., if an IPv4 server receives
more IP addresses, we set a lower amount of Net Speed.

Collected Addresses. Figure 2 shows the number of collected
NTP IP addresses throughout the data collection period. Despite
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Figure 2: Number of collected IP addresses per day for all
NTP servers. (Remarks: Y-axis is truncated.)

tuning the Net Speed parameter, certain servers in the NTP Pool
collected significantly more NTP clients in one address space than
the other, causing the difference in collected IP addresses in total
between IPv6 and IPv4. For example, the vantage point in Hong
Kong collected around 18X more median daily IP addresses in IPv4
than IPv6. To avoid the bias created by specific regions that collect
excessive IP addresses in one of the address spaces, we sampled the
same amount of IP addresses from each vantage point. We elaborate
on our sampling approach in Section 4.

3.2 Host Characterization

To investigate the characteristics of the collected NTP clients, we
analyze data for each day over our measurement period (i.e., two
weeks from July 6th, 2024) to identify their locations and AS distri-
butions and present median daily figures in this section.

We use RouteViews [13] to determine the announced BGP pre-
fixes of the IP addresses collected on the same day. For the AS
information, we use MaxMind’s GeoLite2 ASN database [42]. The
median number of IPv6 addresses collected per day was 31M, span-
ning a median of 42.8K BGP prefix announcements and 8.8K ASes.
In IPv4, we collected a daily median of 38M addresses spanning
359K BGP prefixes and 46K ASes. We detail the statistics of the
collected IP addresses in Appendix A (Table 3). The diversity of col-
lected data shows the representation of our findings to the broader
Internet. We note the limitation that we do not capture clients that
do not use the NTP Pool (e.g., Windows uses its own NTP servers
[26]). However, as we lack such devices in both IPv6 and IPv4,
evaluated hosts between two protocols are still comparable.

Location distributions. We geolocate with MaxMind [42] and
find country-level locations for 99.7% of collected IPv6 addresses
and 99.9% of IPv4. Both IPv6 and IPv4 addresses are geographically
diverse, spanning over 175 regions (IPv6) and 240 regions (IPv4). In
IPv6, the top regions are the United Arab Emirates (19.6%), Brazil
(15.8%), the United States (15.0%), Germany (10.3%), and India (7.1%).
In IPv4, the top regions are China (28.4%), the United States (13.0%),
Japan (9.2%), India (9.0%), and Brazil (8.0%).

The number of collected IP addresses correlates to the number of
NTP servers available in the regional pool zone and the adoption of
IPv6 in the region. For example, we received the most traffic from
UAE because our server was the only server in the region for IPv6
such that it received most of the NTP traffic from the UAE.
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AS distribution. We collected IP addresses from 8,868 distinct
ASes in IPv6 and 46,347 in IPv4. We use the ASdb dataset to cat-
egorize their types [72]. All the top ASes in IPv6 and IPv4 are la-
beled as either Internet Service Providers (ISPs) or Phone Providers,
in contrast to categories like hosting or cloud providers. In IPv6,
the top ASes are major ISPs or telephone operators in the region
(e.g., Comcast, AT&T, and T-Mobile in the US; Deutsche Telekom
and Vodafone in Germany; Orange in France). In IPv4, the top ASes
include Chinanet and China Mobile, the major ISPs and telecoms in
the region; as in IPv6, Comcast is among the top. Overall, across all
collected IP addresses, over 82% (IPv6) and 73.4% (IPv4) come from
ASes that ASdb classifies as ISPs, and 3.6% (IPv6) and 13% (IPv4)
from Phone Provider ASes.

By number of BGP prefixes, the top ASes in both IPv6 and IPv4
are mostly telecommunication companies (e.g., in IPv6, Bharti Airtel
(AS 45609) with 2,235 prefixes and China Mobile Communications
(AS 9808) with 1,848 prefixes). These networks fit our goal of mea-
suring end-host networks.

4 Host Evaluation Method

In this section, we describe other parts of our measurement pipeline
(Figure 1), which evaluate host and network exposures. Section 4.1
describes how we sample IP addresses from the collected ones for
network scans. Section 4.2 elaborates on four tools we use to gather
host/network-related information (e.g., TCP port states, application-
layer responses, and the last hop to the hosts). In Section 4.3, we
cover our methods for service identification and heuristics for fire-
wall detection, open network evaluation, and router analysis based
on scan results. Finally, we address limitations in Section 4.4.

4.1 IP Sampling

Every 15 minutes (which we refer to as a scan window), we sample
new IP addresses collected from our NTP servers for network scans.
We consider an IP address new if it has not been scanned in the
past 24 hours. We additionally balance our sampling across our
servers and IP versions to reduce bias toward certain regions (e.g.,
we observed more IP addresses from the UAE in IPv6 than IPv4).

Sampling Timeframe. We sample IP addresses that have not been
scanned within the last 24 hours to avoid re-scanning the same
device frequently. In contrast, we scan the same IP address again if
we observe it more than 24 hours since the last scan. We choose
a 24-hour window because it is the default address lifetime of the
privacy extension in IPv6 [18]. We acknowledge that IP address
lifetimes can vary based on the use of privacy extension and the
assignment practice of network operators [53]. The consideration
of potential impacts on our analysis is covered in Section 4.4.

Balancing Sampling Across Servers and IP Versions. As dis-
cussed in Section 3.1, the same server can have a significant differ-
ence in collected IP addresses between two IP protocols. To maintain
uniformity of the addresses to measure, we randomly sample 8,000
IPs from each server in each scan window. We balance the number
of sampled IP addresses per server to ensure we compare IPv4, IPv6,
and each server equally. Because we typically receive less IPv6
traffic in each server, this is the bounding factor in our sampling.



Exploring the Exposure of IPv6 End-Host Networks

4.2 Network Scanning

We deploy the remaining parts of our scanning pipeline (Figure
1) in a US academic network, outside of the institution’s firewall
(thus avoiding interference). We did not use our NTP servers for
scanning purpose.

We perform various network measurements on the sampled
NTP clients in IPv6 and IPv4 concurrently. We use existing tools
(i.e., Nmap [40], ZGrab [71], Playwright [56], and scamper [39]) to
gather information about the collected hosts to investigate services
potentially exposed on end-hosts. We also aim to understand the
cause of potential network exposure by identifying the gateway
device of end-hosts.

Measuring Ports with TCP SYN Scans. To discover potential
services, we perform TCP scans of common ports of client ser-
vices (e.g., Android applications [70], IoT devices [32], database
systems [30], and Apple iTunes Syncs [55]). We use Nmap’s TCP
SYN scan [40] (illustrated as the L4 scanner in Figure 1). The port
state is determined by sending a TCP SYN packet to a particular
destination port, then labeling the port as: 1) open if the host replies
with SYN-ACK, 2) closed if the host replies with an RST, and 3)
filtered if the host is unresponsive or replies with an ICMP error
message, aligning with Nmap’s terminologies [40].

Although it would be more informative to scan every port on
every host, we are realistically constrained by both network capac-
ity and time. To survey more ports efficiently, we perform generic
scans on all sampled addresses with fewer ports, and apply extensive
scans on a small, balanced subset of these addresses, sampled by
subnet, with more ports. The extensive scans cover the top 1K TCP
ports [45] and 11 other ports (i.e., TCP ports 162, 623, 1883, 5672,
6379, 8883, 9333, 27017, 30303, 42135, 59777) that are related to
security-sensitive or client-centric services (e.g., databases, remote
access controls, cryptocurrency, and Android applications [70]).
The selected ports cover both popular services used by servers
(e.g., SSH, HTTP) and clients (e.g., ADB, iPhone) to establish an
understanding of potential open services and device types of the
scanned hosts. We added these ports to extensive scans to explore
if these ports are commonly open in IPv6, as these services could
be protected by a firewall or a NAT in IPv4 due to the service
nature. We apply extensive scans to 10% of subnets randomly sam-
pled from the target list. In each subnet, we randomly sample one
IP address. This scan approach affords broader port coverage for
a smaller set of addresses across diverse networks, while avoid-
ing excessive scan traffic in aggregate. During initial exploration,
we additionally found several ports widely open in the extensive
scans (i.e., TCP/5555, TCP/7000, TCP/9080, and TCP/62078), that
are known to commonly have client-specific services. Our generic
scans, which evaluate a larger population of hosts, cover these four
ports and five others related to remote access and database services
(i.e., TCP/161, TCP/162, TCP/623, TCP/3283, TCP/6379), and the
top 100 TCP ports [45], applied to all remaining sampled addresses.
Application-layer data. To gather information on the service
running on the open port, we establish application-layer connec-
tions over TLS and HTTP. We additionally capture screenshots of
HTTP pages to better identify services.

We use the HTTP probe from ZGrab to collect HTTP responses
by initiating GET requests [10]. We attempt HTTP on ports that are
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assigned in IANA [3] with HT TP (i.e., TCP/80, TCP/8000, TCP/8008,
TCP/8009, TCP/8080, TCP/8081, TCP/8088, TCP/8888). Additionally,
because HTTP is one of the most popular unexpected services
across all possible ports [30], we also attempt HT TP with the top
open ports that do not have a default or broadly assigned service
(e.g., TCP/7000, TCP/9080, and TCP/49152).

Because ZGrab does not support JavaScript execution [10], we
use the Playwright [56] crawler to crawl HTTP-responsive ser-
vices, allowing for JS evaluation and page redirection. We log each
unique HTTP response body by its SHA256 hash and only crawl
with Playwright if an HTTP service’s response hash has not been
previously observed. We find that the rendered HTTP page often in-
cludes useful information to identify the type of services or devices
(e.g., router models are often rendered on the webpage).

Next, to collect TLS certificates, we use ZGrab’s TLS probe mod-
ule [71], which performs TLS handshakes. We attempt TLS on ports
commonly used for HTTPS: TCP/443, and TCP/8443. We exclusively
do TLS measurements towards these ports because of their abun-
dant popularity; however, acknowledge that other TLS protocols
could be analyzed in future work.

Traceroute Experiments. When we analyze our scan results
(i.e., TCP open ports, application-layer responses), we find five
client-specific services (i.e., Android ADB (TCP/5555), Chromecast
(TCP/8443), AirPlay (TCP/7000), iOS iTunes Sync (TCP/62078), and
Netflix (TCP/9080)) that are popular in IPv6 and are designed to run
in the local network. We describe how we identify these services
in Section 4.3. As these services are not designed to open on the
Internet, they can serve as a strong sign of an open network. To
explore these open networks, we seek to identify the last hop device
(router) of these client-specific services, which safeguards end-
host network security [52], and evaluate their security postures
(e.g., filtering policy) and model/vendor fingerprinting (Section 4.3).

After each application-layer scan, we parse the responses and
identify the hosts with any client-specific services. Similar to how
we sample IP addresses to scan, we record networks with any
client-specific services within 24 hours. If we find other scanned
hosts in the same subnet, we perform traceroute experiments on
those hosts to enlarge the coverage of hosts so that we can better
construct the network structure, especially when we find multiple
end hosts sharing the same last hop, indicating a shared gateway.
We analyze the distribution of the number of collected IP addresses
per various sizes of subnet (i.e.,/64, /56, /48, /40) to determine the
subnet level to look at, as shown in Figure 8 in Appendix A. We
observe that /56 has a significant amount (27%) of subnets with
multiple IP addresses; meanwhile, /48 has a shifted distribution.
Given that /48 is not typically assigned to end-users [73], we select
/56 as a subnet level for the traceroute measurement. We discuss
limitations in Section 4.4.

We use Scamper [39], an open-source tool that supports tracer-
oute measurements in parallel. We use the default UDP probes,
which target a range of unassigned UDP ports (i.e., UDP/33435-
33465). For other parameters, we set to probe at 1000 packets per
second. We set 8 as the gap limit (i.e., the number of consecutive
unresponsive hops before terminating probes to the target), 30 as
the hop limit (i.e., the maximum number of hops to probe), and 3
probes per hop. Note that we use 30 hops as the limit as it covers
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most of the routers (e.g., only 0.004% IPv6 routes reached the 30th
hop). CAIDA’s Ark platform also exemplifies that most paths do
not exceed 30 hops [14].

From the traceroute results, we identify a last hop device of the
target if both the target and the device at TTL-1 are responsive to
the UDP probes. A limitation of this method is that it requires the
evaluated hosts to have a public IP address; therefore, we are not
able to measure IPv4 hosts behind NATs. However, we find it useful
in IPv6 when NAT is not necessary.

4.3 Result Analysis

In this section, we discuss how we utilize our measurement results
to explore the exposure of the end-host networks in IPv6, including
identifying running services, detecting firewalls, applying heuristics
to label networks, and analyzing the network infrastructure to
understand what may cause openness.

In this work, we focus on analyzing a broader view of network
openness instead of comparing openness between IPv6 and IPv4 of
dual-stack hosts that are identified via DNS records in prior work
[9]. Because end-hosts typically do not have public DNS records,
they cannot be analyzed using this method (i.e., there is no record
to match the IPv4 and IPv6 addresses). Thus, we compare aggregate
network characteristics for IPv4 and IPvé.

Identifying services. When we analyze the potential services
running on the top open ports in IPv6 and IPv4, we consider a
combination of information (e.g., the assigned service by Internet
Assigned Numbers Authority (IANA), official documentation, aca-
demic literature, experimentation with devices we obtain, and the
collected HTTP and TLS responses).

We find that TCP/5555 is used by the Google ADB service and
Google Chromecast uses TCP/8008, TCP/8009, and TCP/8443 from
its official documents [21, 22]. Prior work additionally found that
Netflix uses TCP/9080 on mobile applications, and iOS devices use
TCP/62078 for iTunes data transfer [55, 70].

For the top ports without known services, we analyze the HTTP
responses collected from our network scans (Section 4.2). We find
the appearance of AirTune in the HTTP header of responses from
TCP/7000, and we find Open AirPlay, a reverse-engineering version
of AirPlay, documents the use of TCP/7000 [33].

To validate that a service is running on a port, we obtain a cor-
responding device and perform network scans on it (e.g., by scan-
ning an Android phone running a Netflix application). We further
record the application-layer responses of the services and finger-
print them in our measurement pipeline. Eventually, we identified
five client-specific services (i.e., ADB/5555, Chromecast/8443,
iTunes Sync/62078, Netflix/9080, AirPlay/7000) from the top
open ports. We provide the details of each service in Section 5.3.

Understanding default firewall behavior. Identifying if a fire-
wall is in place in a network is a key element to determine if a
network is open. We experiment with the following OSes to deter-
mine their default behaviors: Android 14 and 10, iOS 18, iPadOS 18,
macOS 14.4.1, Linux (Ubuntu 20.04), and Windows 10. After receiv-
ing a TCP SYN packet on a non-listening port, we note whether the
system resets a connection (closed port) or drops the packet (filtered
port). The results show that all of these OSes reset a connection
with a TCP RST packet for a non-listening port, except Windows,
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which has a default firewall that ignores such a connection. We
discuss limitations in Section 4.4.

This behavior differs from common firewall software, such as
iptables and ip6tables, that will drop the packet and do not
reset the connections. Therefore, we can infer that a host with all
closed ports lacks a firewall, and a host with all filtered ports would
have a firewall when it does not have any open service. However,
in practice, a firewall can be configured to reset certain ports to
avoid disruption of services (e.g., it is common to reset traffic to
port TCP/113 [67].) Furthermore, we may encounter packet loss
and rate-limiting, i.e., we do not find a host with all the ports closed.
Thus, we need a threshold to determine if a host has a firewall by
looking at the distribution of the number of filtered ports per host.
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Figure 3: CDF of scanned IPs by number of filtered ports
(number of scanned ports=109). The figures are based on the
median fraction of IP addresses for each number of filtered
ports per day, over our two-week measurement period. (Re-
mark: the gray area marks the omitted y-axis range 0.5-0.9.)

Detecting firewalls. In our generic scan results, we observe that
most of the hosts (i.e., 70% (IPv6) and 95% (IPv4)) have at least 100
filtered ports out of 109 scanned ports, as shown in Figure 3. These
hosts are mostly filtered and leave few ports open or closed. We
additionally observe that the CDF plateaus after the fraction of
IP addresses crosses 0.25 (i.e., 27 filtered ports, the vertical line in
Figure 3), which includes an insignificant amount of hosts that we
are uncertain whether it is firewalled (e.g., filtering 50 ports on
purpose) or open (e.g., we do not receive all the responses due to
rate-limiting or packet loss). To be conservative, we treat them as
filtered hosts, and therefore, we label a host as having a firewall (FW)
if it has more than 25% of scanned ports being filtered; otherwise,
it is labeled as open (OP).

Labeling open networks. Applying our firewall detection heuris-
tic, we first label if a host is OP or FW. Then, we analyze two groups
of networks (i.e., all networks and networks with client-specific
services). For each type of network, we group the results by subnets
of varying sizes and announced BGP prefixes. Then, we analyze
the distribution of OP and FW hosts to label if a network is open.
We present two approaches to label open networks, on opposite
extremes: 1) a network with all OP IPs (the most restrictive), and 2) a
network with at least one OP IP (the least restrictive). We exclusively
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analyze networks with multiple IPs to avoid the potential bias cre-
ated by a network with only one scanned IP. For the networks with
client-specific services, since those services are not supposed to be
exposed, these networks should have a higher degree of openness.
Thus, we analyze the openness of these networks and compare
them with the general scanned networks.

Router analysis. As the router is the guardian of the end-host
network security, we aim to understand the routers from multi-
ple perspectives, e.g., the filtering policy, the port openness, and
the vendor/model. To measure the routers, we perform various
measurements towards the last-hop devices of NTP clients (from
our traceroute experiments in Section 4.2): TCP SYN scans with
the top 1,000 ports with Nmap, followed by the application-layer
connections to the same ports using HTTP. We use the port results
to compare the relationship of the router filtering policy with the
end-hosts in the same network. It offers insights into whether a fil-
tering router affects the openness of the end-host, e.g., a router can
have a firewall for itself, but not for the network, which causes the
network being open. Afterward, we analyze the open ports to infer
more information about the gateway devices (e.g., TCP/80 is the
popular open port in IPv6, which is widely used by home routers
for hosting a login page [69]). We seek to identify the vendor/model
of the routers in the open networks by studying the HTTP pay-
load, TLS certificates, and the OUI, derived from the EUI-64 IPv6
addresses. In addition, we use a fuzzy hashing algorithm, ssdeep,
to cluster HTTP pages and manually label each cluster, which has
been used in prior work when clustering Web interfaces of exposed
ICS systems [63]. We compare the ssdeep hashes of a day of results
with the rest of the days and found that 98.8% (median) of IPs per
day have matched ssdeep hashes with those on July 8th, 2024. As
the router types are similar across days, we present results of a
single day in Section 6.2, Section 6.3, and Section 6.4.

4.4 Limitations

Our methods for host evaluations (i.e., IP address lifetime, IP group-
ing, and firewall detections) are empirical and will not be able to
capture all possible device and network behaviors. However, our
methods are evidenced to cover most cases in our study and are
equipped with multiple approaches to mitigate potential limitations.

IP address lifetime. Using a 24-hour window for our IP sampling
has two possible implications: (1) re-scanning the same device if
its IP address churns slower than 24 hours; (2) over-counting the
same device if it churns within 24 hours. In the first case, it does not
affect our results as we analyze in 24-hour windows, so we do not
count the same host multiple times. In the latter scenario, we avoid
over-estimation by analyzing results with various subnet levels.
For example, we analyze popular open ports that appear across
BGP prefixes instead of counting the full IP addresses in Section
5. As address assignment does not often switch to a different BGP
prefix, especially in IPv6 [53], even if IP addresses churn within 24
hours, as they share the same BGP prefix, we will not overcount the
same open host multiple times. Moreover, Padmanabhan et al. [53]
showed that churning within 24 hours is limited in both IPv6 and
IPv4. If an open host appears to churn its IP address within 24
hours and switch to a different BGP Prefix, we will count them as
a separate case. However, it is not common in practice. Therefore,
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using 24 hours as a timeframe for IP sampling and result analysis
is a reasonable threshold.

Subnet size. Similarly, each network has its practice of prefix
assignment size [28]. For our traceroute experiment, we try to find
hosts in the same network as those identified with client-specific
services, which suggests an open network. However, it is challeng-
ing to have a one-size-fits-all solution that informs if multiple hosts
are from the same end-host network based on their IP addresses.
We empirically choose /56 for IPv6 as they have numerous IPs per
subnet based on our data while not too broad as a subnet size for
end-host networks. The potential implication is that we could have
missed the end hosts in a network that has a size larger than /56.

When analyzing network openness, we group our results with
multiple subnet sizes and BGP prefixes and identify consistent
patterns across all of them. We offer a diverse picture of openness
between IPv6 and IPv4 that avoids assuming a specific pair of subnet
sizes when comparing two protocols.

Firewall detections. Our firewall detection heuristics rely on the
default behavior of how the OS reacts to a TCP SYN packet to a
non-listening port. However, one can configure a firewall to have
a different behavior than the default (i.e., ignoring a connection
instead of resetting it). In this case, we may miscount a firewall as
open. To avoid over-estimation of network openness, one approach
to evaluate networks is to only count a network as open if all the
IPs do not have a firewall. We also assess networks with multiple
IPs to reduce the chance of over-claiming openness. Despite the dif-
ferent ways we analyze the data, we still observe consistent results.
Therefore, even if there are inaccuracies for some hosts/networks,
the overall pattern remains the same.

Meanwhile, for Windows devices, although they do not reset
a TCP connection by default, our NTP Pool-based clients are less
Windows-based at the same time since they use a dedicated time
server provided by Microsoft instead of using NTP Pool servers
[26]. Our scan results resemble this assumption when we found
fewer IPv4 clients open on Windows-related ports, compared to
Censys data, which covers the entire IPv4 Internet (Section 5.1). We
believe our analysis is unlikely to be affected by Windows devices.

5 Open Host Analysis

During the measurement period, we sampled and scanned a median
of 10.1M IPv4 addresses and 9.2M IPv6 addresses a day. For IPv4,
this spanned a daily median of around 278K BGP prefixes, 34K ASes,
and, 240 countries/regions. For IPv6, this spanned a daily median
of about 38K BGP prefixes, 7.5K ASes, and 212 countries/regions.
In this section, we present the result of our measured clients
in terms of open ports and identified services. The port openness
offers insight into a device’s potential services and characterizes
the type of device we are measuring [30]. In Section 5.1, we first
compare our IPv4 scan results with Censys’s dataset [6], where
they continually scan the IPv4 address space on over 3,500 ports,
to understand the representativeness of our NTP clients in terms
of difference and similarity. In Section 5.2, we compare the port
openness between IPv6 and IPv4. We find that the top open ports
of IPv6 clients are distinct from IPv4. IPv6 clients are more likely
to have client-centric services running on open ports than IPv4
that are identified in Section 5.3. The disparity of port openness
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and available services between IPv6 and IPv4 signals the network
exposure of IPv6, as we are able to discover client-specific services
that are meant to use in a local network.

5.1 Comparing IPv4 Scan Results with Censys

To understand the representativeness of our method, we compare
our IPv4 results to Censys [10]. As Censys regularly scans the entire
IPv4 address space, their dataset is representative of all hosts on
public IPv4 addresses. Given that it is not feasible to scan the entire
IPv6 space, and that both IPv6 and IPv4 clients are from the NTP
Pool, this allows us to infer how representative our IPv6 clients are.

Here, we compare the top open ports of the Censys dataset with
our scan results from one day. We find that our results are similar
overall, but acknowledge that we likely miss devices that do not
use the NTP Pool (e.g., Windows devices and devices in regions
where we do not have an NTP server).

Top open ports of NTP clients and Censys. We find that our
IPv4 client top open ports are similar to those in Censys. Eight of
the top 10 open ports are shared by both datasets (i.e., TCP port 443,
80, 22, 5060, 8443, 2000, 8080, 21). TCP/1723 (PPTP) and TCP/8000
(HTTP) are not in the top 10 in Censys, but still ranked in the top
20 (19th and 20th, respectively). These top ports are commonly
used by customer-premises equipments (CPEs), e.g., routers, or
for port-forwarding [54]. As Linux-based devices (e.g., routers and
VPN servers) widely use the NTP Pool, this could result in a larger
appearance of TCP/1723 and TCP/8000 in our results.

On the other hand, TCP/25 (SMTP) and TCP/3389 (MS WBT
Server) are in the top 10 ports in Censys but not in the NTP Pool.
However, these ports still rank high in the results. For example,
TCP/25 ranks 13th, and TCP/3389 ranks 24th. This shows the simi-
larities in the common ports seen across two different datasets.

Ports more prevalent in Censys than NTP. We compare the top
ports on IPv4 hosts between our dataset and Censys and evaluate
the differences proportionally by calculating the difference between
the percentage of hosts with a port open on Censys and in our
data. We identify three services that are represented less in our
dataset compared to Censys. (1) RPC (TCP/135), RDS (TCP/3389):
These ports are used by Windows servers according to Microsoft
documentation [43]. Windows devices, by default, use their own
dedicated NTP servers managed by Microsoft [26]. Although users
can configure a third-party NTP server, the default configuration
might cause fewer devices to use the NTP Pool, and thus we capture
fewer; (2) HTTP (TCP/8008): 69% (1.93M/2.8M) of Censys’s results
with TCP/8008 open are from an AS in Korea, i.e., AS4766 (Korea
Telecom). In contrast, we only scanned 4,798 IPs from AS4766 on
the same day. We attribute this to our lack of servers in Korea,
allowing us to collect few hosts; (3) MySQL (TCP/3306): 30% of
Censys results with this port open are from a single AS in Cyprus
(1.59M/5.8M), AS47583 (AS-HOSTINGER). From the NTP pool, we
only scanned 427 hosts in this AS. Again, we attribute this to our
lack of servers in Cyprus.

To summarize, the top open ports are similar to those of our IPv4
scans and Censys. Although we find the limitations in our data due
to vendors that use a dedicated NTP server or the locations of our
servers, we determine our dataset is suitable for evaluating the port
openness in IPv6.
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5.2 Comparing Port Openness in IPv6 and IPv4

Since certain devices use a specific set of ports [31], we group the
measured hosts by the open port combinations. Comparing the
difference between the top port combinations between IPv6 and
IPv4 can show the difference in potential types of devices that we
are able to reach. We additionally group hosts by their announced
BGP prefix to understand how our results change across networks.
Thus, we also circumvent bias created by devices that are only
popular in certain regions.

The results from both extensive and generic scans show signifi-
cant differences in port openness between IPv6 and IPv4. Figures 4a
and 4b show the top 10 open port combinations in IPv6 and IPv4 of
scanned BGP prefixes across two weeks of extensive scans. The IPv6
top ports include TCP/5555, TCP/49152 and TCP/62078, TCP/9080,
and TCP/7000, which are rarely seen in IPv4 (< 0.1% of scanned BGP
prefixes). These ports are known to be used by services that run in
local networks (e.g., TCP/5555 (ADB) [21], TCP/62078 (1ockdownd
used by iOS devices) [55], TCP/9080 (Netflix [70])). In contrast,
the top ports in IPv4 are TCP/443, TCP/80, TCP/2000, and TCP/22,
which are commonly used by web servers/CPE devices [44].

In generic scans, where we scan 10 times more IP addresses, the
top port combinations and the disparity between IPv6 and IPv4
retain. The top open port combinations are very similar between
extensive and generic scans, as discussed in Appendix B. For exam-
ple, the top port in IPv6, TCP/5555, is found in more than 10% of the
scanned IPv6 BGP prefixes compared to nearly none in IPv4. In ad-
dition, a specific open port profile (TCP/8008, TCP/8009, TCP/8443)
appears as one of the top port combinations in IPv6; meanwhile,
rarely discovered in IPv4. The other top ports in IPv6 are similar
to those found in extensive scans. The difference in port openness
between IPv6 and IPv4 indicates that we reach different types of de-
vices across the scanned networks, incentivizing us to study further
the services running on the top IPv6 open ports.

5.3 Identified Services

As illustrated in Section 4, we use ZGrab [10] to establish application-
layer connections to the top open ports in Section 5.2. From the
responses of the top 10 IPv6 ports, we were able to identify five
client-specific services (i.e., Android Debug Bridge, Chromecast,
Netflix, i0S iTunes Sync, and AirPlay). These five services were
chosen as strong indicators of end-host network exposure as they
1) should be local/LAN services rather than public services, and 2)
were not common in IPv4 (< 0.1% of scanned BGP prefixes).

Android Debug Bridge (ADB), TCP/5555. TCP/5555 is the most
popular open port in our scans in IPv6. It is commonly used by
ADB for devices running on Android 10 or below [21]. Exposing
ADB services to the public Internet can cause severe security issues
because it allows one to perform remote code execution on exposed
devices. For example, malicious actors had exploited the open ADB
services in 2018 to spread botnet malware [38, 48]. To confirm that
we find exposed ADB services instead of other services (e.g., Soft-
ether VPN [49]) that use the same port, we developed a probe
according to the protocol specification [17, 65] and incorporated it
into our scanning pipeline. To filter the ADB responses, we match
if the response payload has an ADB message command (i.e., SYNC,
CNXN, AUTH, OPEN, OKAY, CLSE, WRTE). Table 1 shows the breakdown
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Figure 4: Top 10 open port combinations in IPv6 (a) & IPv4 (b) from extensive scans. In each case, we also plot the results in the
other IP version for comparison. We highlight that it is more common to have only one port open, and the distribution of open
ports is different in each case. (Remarks: Y-axes are truncated, and IPv6 results are on the left side for each port combination.)

of the daily responses of the ADB probes on TCP/5555 over two
weeks of results. The results show that most of the hosts opening
on TCP/5555 in IPv6 are indeed ADB devices (31,567 hosts or 88.8%
of the probed hosts), as opposed to only 0.4% (43) of probed hosts
with an open port on TCP/5555 in IPv4. In IPv6, we also found
that many ADB devices (14,904/41.8%) are open to connections
without requiring user authentication. Furthermore, all of those
ADB devices offer a feature of shell_v2 to the ADB clients, which
grants one shell access to the device remotely. This would cause
severe security issues as one can simply take over the device, run
remote code execution, and potentially infect it with malware, as
in previous incidents [38, 48].

IPv6 IPv4
Number of probes 35,670.5 11,360.5
ADB responses (%) 31,567.5 (88.8%)  43.0 (0.4%)
CNXN (%) 14,904.5 (41.8%) 6.5 (0.1%)
CNXN, shell v2 (%)  14,904.5 (41.8%) 6.5 (0.1%)
AUTH (%) 16,600.0 (46.9%)  34.0 (0.3%)

Non-ADB responses (%) 4,078.5 (11.2%) 11,319.0 (99.6%)

Table 1: Breakdown of daily median ADB responses over our
two-week measurement period.

Chromecast, TCP/8443. Chromecast is a device that enables other
devices (e.g., smartphones and laptops) in the same network to
control and stream content on the smart TV. Google TV has a built-
in Chromecast service [20]. Chromecast is known to use TCP/8008,
TCP/8009, and TCP/8443, according to the official documentation
[22, 23]; meanwhile, it suggests not forwarding them to the Internet.
Exposing it to the public Internet can cause a denial of service
(e.g., an unauthorized user can turn off a TV or cast a specific
video content on the TV, which happened in the past as known as
CastHack [68]). We identify a Chromecast service by checking if
the issuer’s distinguished name of the collected server certificate
from TLS/8443 matches the Chromecast one.

Netflix, TCP/9080. Wu et al. [70] showed the use of TCP/9080 in
the Android Netflix application. We confirmed this by scanning our
devices (Android 15) when it was running Netflix, and observed
traffic with that port when casting video. Furthermore, we discov-
ered that TCP/9080 accepted a payload sent to an endpoint of (/ddr)
with specific JSON data. While the usage of the API is not docu-
mented, we found that one can cause Netflix to crash by sending a
malformed payload remotely. Leaving the Netflix application ex-
posed publicly can be susceptible to a denial-of-service attack. The
Netflix security team has acknowledged our findings and planned
for remediation. To fingerprint this service safely, we chose not to
elicit responses using an undocumented API Instead, we sent an
HTTP GET request to TCP/9080 and found that it replied with an
HTTP status of 204 No Content. Thus, we incorporated this into
our pipeline to filter out hosts with a different HT TP response.

iOS devices, TCP/62078. TCP/62078 is used by lockdownd in
i0S devices, and this feature has been used for OS fingerprinting
[55]. The port is used to transfer files between a macOS and an iOS
device over a Wi-Fi connection. Leaving TCP/62078 on the Internet
might have potential security implications as lockdownd controls
access to the device. One can send an Apple’s proprietary payload
to TCP/62078 to elicit a device’s information (e.g., OS version). We
scanned an iPhone and an iPad and confirmed that they open on
TCP/49152 and TCP/62078. IANA does not assign these two ports,
so it is less likely that a non-iOS device has opened the same two
ports. We regard a host as an i0S device if it only opens TCP/49152
and TCP/62078. Similar to fingerprinting Netflix, as lockdownd
is not officially documented, to avoid potential disruption of ser-
vices, we refrained from establishing application-layer connections
to TCP/62078. We note that while Apple devices use their own
time servers for NTP [2, 46], we identify that their NTP domain
(time.apple.com) can sometimes resolve to NTP Pool servers ?,
particularly in non-US ISPs, resulting in some Apple devices con-
necting with our NTP Pool servers.

!For example, when we queried for time.apple.com using an open DNS resolver in
FPT Telecom in Vietnam, one of the IP addresses returned had reverse DNS records
pointing to NTP Pool domain names (i.e., 2.asia.pool.ntp.org and hk.pool.ntp.org).
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AirPlay, TCP/7000. When we analyzed the HT TP response from
TCP/7000, we found that the HTTP header server field was related
to AirTunes. It was related to AirPlay for streaming audio/video
to TVs or home audio systems [33]. One might be able to exploit
AirPlay vulnerabilities [1] at scale. To identify such a service, we
checked the appearance of AirTunes in the HTTP header field of
a response from an open port TCP/7000.

IPv6
Service IP BGP Prefix AS Region
ADB 31567.5 (0.3%)4632.5 (12.3%)2378.0 (31.8%) 75.0 (35.3%

)
Airplay 10755 (<0.1%) 124.0 (0.3%) 69.0 (0.9%) 30.0 (14.3%)
Chromecast 7675.0 (0.1%) 883.0 (2.4%) 206.0 (2.7%) 53.5 (24.9%)
iTunes 33910.0 (0.4%) 2557.0 (6.8%) 722.5 (9.7%) 91.0 (42.9%)

Netflix 4803.0 (0.1%) 1463.5 (3.9%) 478.0 (6.4%) 71.0 (33.5%)
Total 78468.0 (0.9%)6705.0 (17.8%)2704.5 (36.1%)107.5 (50.6%)
IPv4
Service IP BGP Prefix AS Region
ADB 43.0 (<0.1%) 38.0 (<0.1%) 27.5(0.1%) 12.0 (5.0%)
Airplay 20.0 (<0.1%) 20.0 (<0.1%) 15.0 (<0.1%) 7.0 (2.9%)
Chromecast 213.0 (<0.1%) 182.0 (0.1%) 755 (0.2%)  21.0 (8.8%)
iTunes 2415 (<0.1%) 154.0 (0.1%)  76.0 (0.2%)  22.5 (9.4%)
Netflix 105 (<0.1%) 9.0 (<0.1%) 7.0 (<0.1%) 6.0 (2.5%)
Total 522.0 (<0.1%) 391.0 (0.1%) 145.0 (0.4%) 34.5 (14.3%)

Table 2: Distribution of client-specific services by IP, BGP
prefix, AS, and region. Numbers are the median of daily re-
sults over two weeks. Percentages are the fraction of scanned
populations with a specific service.

Widespread Client-Specific Services in IPv6. We found that
the client-specific services are widespread in IPv6 (Table 2). 78K
IP addresses with those services span over 6.7K BGP prefixes, 2.7K
ASes, and 107 regions per day. In contrast, they are much fewer
in IPv4 (i.e., 522 IPs from 391 BGP prefixes, 145 ASes, and 34 re-
gions). The top client-specific services are iTunes (33.9K/41.8%),
ADB (31.6K/40.2%), and Chromecast (7.68K/9.78%) in IPv6. The
same type of services are much less popular in IPv4 in comparison,
where we found 241 iTunes (46.2%), 213 Chromecast (40.8%), and
43 ADB (8.2%).

Takeaways: IPv6’s top open ports are distinct from those of
IPv4, where we identified five client-specific services (e.g., ADB)
not meant to be exposed to the Internet that are widespread in
IPv6 (17x more BGP prefixes and 2.7x more ASes than IPv4).

6 Open Network Analysis

In this section, we combine findings on the host level (i.e., firewall
behavior and identified client-specific services) to broadly analyze
network openness on multiple subnet sizes and using BGP prefixes
(Section 6.1). In Figure 5, we show the distribution of IP addresses
across different subnet sizes and BGP prefixes, illustrating how
different subnet sizes exhibit varying populations (hence why we
evaluate multiple subnet sizes). Then, we investigate IPv6 networks
that are classified as open (i.e., with client-specific services and
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lacking in filtering). Here, instead of grouping addresses by various
subnet sizes and BGP prefixes, we group addresses by their last
hop router identified with traceroute. We perform three analyses
of these open IPv6 networks: the address relationship between the
end hosts and their last hop router (Section 6.2), comparing the
filtering policy of last hop router and end hosts (Section 6.3), and
fingerprinting common last hop router models (Section 6.4).
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Figure 6: Network openness of scanned networks evaluated
with two open network labeling methods, (a): networks with
all open IP addresses, (b): networks with at least one open IP
address

Figure 6 shows the percentage of open networks in IPv6 and
IPv4 over two weeks of scan results, under both definitions of
open networks (for networks with multiple IP addresses). At a
high level, for both openness definitions, IPv6 is consistently more
open than IPv4 across various subnet sizes. When conservatively
considering networks with all open IP addresses (Figure 6a), the
median percentage of open networks in IPv6 is around 10% of
/64s and 15% of /56s, which is 4-8 times higher than for all IPv4
subnet sizes (i.e., /24, /28). When using the less restrictive open
network definition of a single open address (Figure 6b), we see the
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same pattern. About 25% of /64s and 38% of /56s are open in IPv6,
compared to 15% of /24s and 7% of /28s in IPv4. Beyond subnets, we
also include full addresses (i.e.,/128 for IPv6, /32 for IPv4) in Figure 6
as a reference (particularly as NAT is widely deployed in IPv4 so
/32 addresses often represent networks). Comparing the openness
of end-sites, IPv6 hosts are still more open than IPv4. About 25% of
IPv6 hosts are open, compared to around 5% in IPv4.

In addition, we analyze results using the BGP prefix. Under the
conservative open network definition, the fraction of open networks
is more similar between IPv6 and IPv4 when using BGP prefixes,
although IPv6 is consistently still more open. (We also note that,
as shown in Figure 5, BGP prefixes tend to have more addresses in
IPv6 than IPv4, so the conservative definition is stricter for IPv6
BGP prefixes.) Under the more liberal definition (at least one open
IP), we can differentiate that IPv6 BGP prefixes are nearly 2 times
more open than IPv4, as seen in Figure 6b. Around 65% of IPv6 BGP
prefixes have at least one open IP address in IPv6 compared to 35%
for IPv4 BGP prefixes. While it is unclear how to align subnet sizes
across IPv4 and IPv6, we observe broadly and consistently that IPv6
exhibits a higher degree of network openness.
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Figure 7: Network openness of scanned networks with client-
specific services evaluated with two open network labeling
methods, (a): networks with all open IP addresses, (b): net-
works with at least one open IP address

Significance of client-specific services. We apply the same
analysis to the networks with client-specific services, as shown
in Figures 7a and 7b. Compared to the general scanned networks,
we find that networks with client-specific services are much more
open with both the most and the least restrictive open network
definitions. For example, around 58% of /64s with client-specific
services (and multiple IP addresses) have all open IP addresses,
as shown in Figure 7a, around 6 times higher than the general
scanned networks. When we consider networks with at least one
open IP address (Figure 7b), both IPv6 and IPv4 networks are nearly
all open. Under both openness definitions though, IPv6 networks
again remain consistently more open than IPv4 networks. The
results exemplify that a network with client-specific services is
likely to be open; thus, we further analyze this type of network in
the following sections.
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6.2 IPv6 Open Network Infrastructures

To further investigate networks with client-specific services, we try
to locate the routers in these networks by using traceroute to the
end-hosts identified with a client-specific service. As mentioned in
Section 4.3, we analyzed the results of a day (July 8th, 2024) and
found it similar to other days over the measurement period. Thus,
we present the results of a single day in the following sections
(i.e., Sections 6.2, 6.3, and 6.4).

In our traceroute experiments, 46.3% (35K) of probes were suc-
cessful (i.e., both the end-host and its last hop are responsive) in
IPv6. We were able to map 35K end-hosts to 31.7K routers. We
group results by their last hop and apply the same heuristics used
in Section 6.1 to label open networks (note many networks based on
these last hop routers have only one address). We find 28.4K open
networks (89.6%), a high proportion similar to results in Section 6.1.

When we compare the addresses between the end-hosts and
their last hops, the most common shared prefix is /64, accounting
for 31.5% (8,962) of networks from 405 ASes. The top AS with this
type of network (/64s) was AS12322 (Free SAS), a major ISP in
France, which contributes 40% of these networks, followed by one
of the largest ISPs in Japan, Softbank Corp. (AS12322), at 28.4%. The
second and the third most common shared prefixes between the
router and the end host are /47 and /32, which account for 7.76%
and 7.58% of the networks respectively. The top ASes are Etisalat
(AS8966) in UAE (/47), and V tal (AS7738) in Brazil (/32), which are
popular telecoms in the region.

6.3 Security Policy of Routers and End-Hosts

Similar to the scans to NTP clients, we run port scans with Nmap’s
top 1,000 TCP ports to the routers in these networks in IPv6. Apply-
ing the firewall detection heuristics (Section 4.3), we suspect over
one-third of routers (10.3K) lack a firewall.

When we compare the filtering policy between routers and end-
hosts, for all networks (including those with only one address be-
hind a router), over 93.3% of end-hosts and their last hops are both
non-filtered (i.e., no firewall). This shows how the lack of a firewall
in routers correlates with or impacts the security policy of the end
hosts. On the other hand, considering routers with a firewall, we
find only around 11.6% of hosts behind them are filtered. This is a
contrary case where a router implements filtering rules only for
itself, but not for the network. Both situations demonstrate how
routers are not firewalling their internal networks.

Next, we analyze networks with multiple IPs to exclude skew
from those with a single IP address, and the results are similar.
Of approximately 1K networks with multiple IPs, around 35.9%
of routers are firewalled. Most of the hosts (86.6%) behind those
routers likewise are classified as lacking a firewall. Only 4.27% of
hosts with a firewalled router are likewise appearing as firewalled.

In IPv6, we find that overall 23.8% of the scanned routers have
at least one open port. The top open port combinations are TCP/80
(4.8%), TCP/53, 80, 443 (4.5%), and TCP/21 (1.78%), which are com-
monly used by home routers.

6.4 Identifying Router Models

We analyze 28K routers in IPv6 open networks. To identify a router’s
vendor and model, we consider HTTP Header/Body payloads and
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Subject/Issuer Distinguished Names of TLS certificates, collected
from the application-layer connections. We also look up the OUI of
EUI-64 addresses, which indicates the device manufacturer.

Top identified vendors and models. Of 28K routers, we identify
97 vendors, which covers around 19.9% (5,651) of routers. Further-
more, we identified 63 models that include 9.3% (2,647) of scanned
routers. The top vendors are D-LINK (1,343), Intelbras (995), Huawei
(831), Nokia (662), ZTE (249), and FiberHome (211). On the other
hand, the top router models are D-LINK DIR-853/ET (1,284), Nokia
GPON Home Gateway (450), Huawei HG8145V5 (139), VNPT iGate
GW040-H (123), Greatek GWR-1200AC (99), and FPT ISP CPE (94).
We notice that some of these router models are ISP-specific (e.g., D-
LINK DIR-853/ET is a specific model for Etisalat, an ISP in UAE,
and VNPT iGate GW040-H is used by VNPT, a telecom in Vietnam).

Patterns of router models across ASes. The routers with an
identified vendor are distributed over 1,131 ASes. We observe that
some router vendors and models appear consistently within an AS,
indicating that they may be CPEs offered by the ISP. Among 552
ASes with multiple routers, 59% of ASes have more than 90% of
routers sharing the same vendor, and 80.8% of ASes have half of the
routers with the same vendor. Similarly, for identified router models
across 322 ASes, 78.6% of ASes with multiple routers (110) have
more than 90% of routers sharing the same model. Furthermore,
91.4% of them have over half of the routers with the same model. For
example, in AS8966 (Emirates), 98.7% (1,284) of routers are D-LINK
DIR-853/ET; in AS45899 (VNPT Corp), 86.5% (122) are VNPT iGate
GW040-H, in AS17072 (Totalplay), 84% (79) are Huawei HG8145V5.

Security concern of ISP CPEs. Interestingly, we also find nu-
merous router models that are only found in a single AS. These
32 router models cover 1,477 devices. Among them, 18 models are
found with multiple devices. These routers are likely the ISP CPEs,
due to its unique appearance in a single AS, and we suspect these
devices potentially lack a firewall for IPv6 by default, given that we
find the prevalence of the same model of routers within the same
AS. For example, D-LINK DIR-853/ET is a specific model made for
Etisalat, according to D-Link documentation [7], and it is found
only in AS8966 (Etisalat); VNPT iGate routers are found only in
AS45899 (VNPT Corp).

While acquiring each of these router models for testing is chal-
lenging, we instead review the device user manuals and identify
the default IPv6 firewall settings. For example, we found multiple
Galaxy 5G Mobile Wi-Fi SCRO01 routers, and all from AS2516 (KDDI).
This particular device is a product of the ISP operated by KDDI. The
router user guide [8] shows that the default firewall configuration
does not include IPv6. The lack of an IPv6 firewall by default could
cause widespread exposure to networks that use this device model.

Takeaways:

e IPv6 networks are substantially more open than IPv4
ones, regardless of considered network granularities.

o Network openness appears independent of the network
router’s own filtering or firewall policy.

e Common routers (e.g., ISP-specific CPEs) are observed in
open IPv6 networks, suggesting that poor default router
configurations lead to many open IPv6 networks.
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7 Concluding Discussion

In this work, we explored the exposure of IPv6 end-hosts, identify-
ing significant security concerns arising from the widespread lack
of firewalling or filtering in IPv6 networks. Such a phenomenon
likely stems from the adoption and deployment of networking hard-
ware that, while having implicit security behaviors (i.e., NAT) in
IPv4, lacks explicit security protections in IPv6. These exposures
put IPv6 networks and devices at risk. Here, we reflect on the im-
plications of our findings and synthesize recommendations for the
security community to improve Internet security moving forward.

Differences Between IPv4 and IPv6. While the differences be-
tween IPv4 and IPv6 do not contribute directly to observed security
differences, the ecosystem, and the maturity of devices and con-
figurations around these networks yield a vastly different security
posture. We note a parallel exists between the state of the IPv4
Internet in the worm era before the large-scale deployment of NAT
and firewalls, and the nascent state of large-scale IPv6 deployments.
If lessons from securing the IPv4 Internet are not transferred (and
adapted as necessary) to IPv6, history may repeat itself with wide-
spread Internet security incidents.

Network Firewalls/Filtering. Our work reveals a significant
lack of firewalls and filtering at the network level in end-host—
especially residential—networks. This points to an urgent need
to bring consumer expectations of accessibility that arose out of
implicit security technologies into line with the actual explicit
security posture of these devices and networks. Network firewalls
and filtering are particularly salient as they encapsulate the entire
device population on the network, shielding even end-hosts lacking
security controls.

End-Host Firewalls. The service exposure identified in this work
also points to a lack of end-host firewalling in the IPv6 context,
which is particularly concerning for oft-vulnerable hosts such as
10T devices. Furthermore, distinct classes of devices that are rarely
publicly exposed in IPv4, such as smartphones, may now be widely
reachable in IPv6. Previously, this lack of end-host firewalling was
largely obscured by the inaccessibility of such devices. Our work
points to an urgent need for routers and networks to adhere to
basic security best practices, such as enabling end-host firewalls,
even on devices not expected to be on the public Internet.

Visibility of IP Addresses. The vast size of the IPv6 address
space affords some limited protection to exposed services. However,
recent advances in IPv6 Internet Scanning, as well as the exposure
of client IPs by virtue of basic Internet activity (e.g., the use of
NTP [61]), reduce the protections of address space size, requiring
urgent changes in how networks are secured. We note that the size
of the IPv6 address space affords creative use of addressing to miti-
gate these risks; services not intended for public access could bind
to different privacy-preserving addresses that are used for client
activity, adding an additional layer of obfuscation. Such changes
would help mitigate the exposure risk of IPv6 networks, but re-
gardless, urgent configuration, and firewall changes are needed to
ensure the security of the IPv6 Internet.
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Ethical Considerations

As our study entails large-scale Internet measurements, we consider
our experiments in the context of the ethical principles from the
Menlo report [4]: Beneficence, Respect for Persons, Justice, and
Respect for Law and Public Interest.

Beneficence. Experiments with inherent risk must reduce the
risk such that the benefits outweigh the potential negatives. We
believe that our findings and disclosures will significantly improve
users’ IPv6 security and mitigate harms to end-users stemming
from a misconfigured IPv6 firewall. We disclosed issues to three
stakeholders: vulnerable service vendors, network operators, and
router vendors. We received some positive responses, such as Netflix
acknowledging our report and indicating that they plan to fix it.
Our disclosures to network operations and router vendors aimed
at broadly increasing the adoption of firewalls on IPv6 (by default),
protecting vulnerable end-user services.

Meanwhile, we minimized potential harm to individuals by rate-
limiting scans and randomizing scan order to avoid overloading
specific network blocks, consistent with best practices [11]. Ad-
ditionally, we did not perform vulnerability scanning, such as at-
tempting authentication or executing/testing exploits. Instead, we
only performed TCP-SYN scans and application-layer scans such
as HTTP GET requests or handshakes. Lastly, our NTP servers
were configured following the NTP Pool’s recommendations [57]
and provided high-availability NTP service to ensure we did not
provide degraded NTP service that causes harm to users.

Respect for Persons. It is impossible to obtain informed consent
from the individual users that receive Internet scans. Rather, we
focused on identifying ourselves and providing means to terminate
scanning. Keeping with the norms and practices of prior studies, we
communicated the research nature of our work in a couple forms:
1) Our scanning machines were configured with reverse DNS and
WHOIS records that indicate who we are and our research intent,
and hosted webpages that convey who we are, what we do, and
how to opt-out of scans (we received 13 requests that we promptly
complied), consistent with best practices [11]; 2) Our servers were
grouped into the same organization inside the NTP Pool system,
which provided a contact email, organization, and communicated
research intent via naming.

Additionally, we sought to follow similar procedures as prior
work that collected and studied client IP addresses, including from
the NTP Pool [50, 61] and BitTorrent [60], albeit with the addi-
tion of active scanning post-collection. We complied with the NTP
Pool Terms-of-Service [59], and ensured our servers performed the
intended NTP operations correctly. We believe our NTP servers
positively contributed to the NTP Pool capacity without impacting
other NTP servers or operators.
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Justice. Our large-scale study was global and did not filter by indi-
vidual characteristics (besides balancing across geographic regions),
and the results benefit the Internet as a whole. Furthermore, the IP
addresses studied, who bear the risks from our scans, are among
those that specifically benefit from our findings and disclosures.

Respect for Law and Public Interest. We are transparent in
methods and results, and we are accountable for actions, especially
through publishing our work. We do not expose any specific IP
addresses. We have conducted responsible disclosure to both the
vendors of the affected routers with the configuration issues we
identified and the networks we found to be exposed. Our work
reveals the widespread exposure of IPv6 networks, which raises
significant security concerns whose resolution is a public good.
These issues will likely require community-wide efforts to resolve,
which this research enables.

We briefly note that our institution’s IRB does not consider this
human subject research, as IP addresses and Internet hosts are not
considered human subjects.

Considerations for Research using the NTP Pool. After our
measurements, we became aware of prior NTP Pool-based scan-
ning involving Shodan. Shodan had scanned the NTP Pool clients
in 2016 [19], and they were removed by the NTP Pool maintainer.
However, we note that our use of the NTP Pool, methods, data
usage, and intent differ significantly. Shodan scanned in order to
display full addresses and scan results publicly on their website,
with a goal of monetizing scan data. They also did not have an opt-
out process. In contrast, our measurement methods were carefully
designed around ethical considerations (e.g., rate-limiting the scan
rate, offering opt-outs, limiting application-layer scans for gather-
ing banner information only, and signaling our research intent and
identity through DNS records), and we only analyzed aggregate
statistics for the purposes of improving users’ IPv6 security and
disclosing our findings to the stakeholders. We have not, and will
not, make scan addresses or specific scan results public. Broadly,
we believe our study differs significantly from the Shodan incident,
and that its benefits outweigh the potential risks.

Due to the public and distributed nature of the NTP Pool, where
anyone could join, and that our method abides by existing best
practices [11, 57, 59], we did not initially reach out to the lead NTP
Pool maintainer prior to performing our experiments. However,
through community discussions after the research, we learned of
potential NTP Pool maintainer concerns with active scanning of
NTP clients. We therefore contacted the lead NTP Pool maintainer.
We disclosed our research by sharing our paper draft and describing
our work, its method, and its research goals. We sought the main-
tainer’s feedback on our work, suggestions for any actions to take,
and perspectives on how the research community should engage
with the NTP Pool in the future. The lead NTP Pool maintainer
responded acknowledging our disclosure email, and ultimately, no
concerns have been raised to date.

In lieu of best practices directly from the maintainers, we point
to recent communication from other researchers who have pre-
viously engaged with the NTP Pool as initial guidance [36]. This
communication suggests that future research carefully consider
how it uses the NTP Pool to collect client data, especially with
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active measurements, and engage the NTP Pool maintainer as a
stakeholder prior to executing a study.

Open Science

We provide open access to our study’s source codes at https://github.
com/IPv6-Security/v6-exposure, including the scanning pipeline
described in Section 4, and result analyses in Section 5, and Sec-
tion 6.
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A Host Statistics and Demographics

Here, we elaborate on the statistics and demographics of the IPv6
addresses we collected via our NTP servers.

Table 3 summarizes the statistics (i.e., minimum, median, max-
imum, and standard deviation) of daily collected IPs in IPv6 and
IPv4 over two-weeks of our measurement period. In general, we col-
lected more IPv4 addresses than IPv6. The median number of daily
collected IPv6 addresses is around 31.3M (IPv4: 38.3M). The stan-
dard deviation of the number of BGP prefixes and ASes is around
1% of the median in IPv6, meaning the number of BGP prefixes and
ASes is similar across days; we observed similar behavior in IPv4.

Figure 8 shows the distribution of collected IPs per subnet in
IPv6 and IPv4. This distribution helps us choose a prefix size that
captures multiple IPs per subnet without being too broad for an
end-user network.

B Top Open Ports in Generic Scans

The top open combinations in IPv6 appear in both generic and exten-
sive scans are TCP/5555, TCP/49152 and TCP/62078, TCP/9080, and
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IPve
# of /64s  # of BGP prefixes # of ASes

Stat # of IPs

min 25,069,143.0 22,452,940.0 42,084.0 8,642.0
median 31,359,011.0 24,822,131.5 42,841.0 8,868.5
max 33,114,585.0 26,446,968.0 43,279.0 8,930.0
std 3,487,207.4 1,654,404.5 366.1 88.4

IPv4
# of /24s  # of BGP prefixes # of ASes

Stat # of IPs

min 35,875,057.0 2,898,741.0 347,753.0 44,206.0
median 38,307,267.5 2,979,420.0 359,611.0 46,347.5
max 48,797,264.0 30,083,99.0 365,259.0 46,860.0
std 5,094,424.6  40,857.3 6,001.8 1,049.5

Table 3: Statistics of collected data in IPv6 and IPv4 per day,
over our two weeks measurement period.
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Figure 8: CDF of subnets by number of IP addresses)

TCP/7000. TCP/8008, TCP/8009, and TCP/8443 (used by Chrome-
cast) appear in the top 10 ports in the generic scans but not the
extensive ones (ranked 13th). These ports are used by client-specific
services that suggest network openness. Similarly, in IPv4, the top
ports in generic are TCP/443, TCP/80 and TCP/443, TCP/8443 that
are widely used by routers.
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